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Ausstellen und einziehen (widerrufen) von Smartcards

Wir 6ffnen eine Intercede MyID Security Management Console und melden uns mit der ,Admin*
Karte an. Auf der Registrierkarte ,,Cards” finden wir im Navigationsbalken (links) die einzelnen
Applets zur Verwaltung von Smartcards.

& http:fhweb! - MylD - Intercede Limited - Windows Internet Explorer ?”E”X|

MiD

People Cards Certificates Applets Configuration Reports

ADMIN3 connected.

Issue Card
Request Card : —— )

The 'Cards' option allows vou to manzge smart cards and related devices such as
Validate Request 1USB tokens.

Collect Card

Request Replacement
Card

Request Card Update
Update Card

Collect My Card
Identify Card

Fnahle | Disahle Card
Change PIN

Unlock Card

Cancel Card

Remote Unlock

From here you can:

Issue 3 smart card by selected card profile

Request that a card be issuec to an individual

Validate that a request can be completed

Issue 3 pre-reguested card to zn individuzal

Request replzcement card

Collect new cards and update existing ones

Upcate an existing card

Collect pending cards or updates

Display details about the current card in the reader

Enzble / Disable 3 specific card

Change the PIN for 2 card

Reszt a card after too many PIN errors

Erase personal data from a smart card

Unlock 3 Remote Card

Print 2 card layout on 3 specific card

Gererate and export details sbout devices

Gererate and export detzis sbout devices and their initial PINs
Select card issuances for collectinns of penple

Acton a number of jobs using a card hopper / printer %

Print Card

List Devices

List Devices (Admin)
Batch Request Card
Batch Issue Card

Cancel a device that is not physically avaizble

Depending on the security policies defined for your system, each process may

e el el require different levels of confirmation from yourself and desigrated witnesses.

Choose 2 menu option to continue. .

f o Trusted sites 00 v -
i 8

Wir wollen nun eine Smartcard fiir einen Benutzer ausstellen und sie anschlieBend wieder
einziehen (typische Aufgaben des Helpdesks oder der Personalabteilung)

1.) Erstellen einer Smartcard flir einen Benutzer.

~Issue Card”

So wie oben, als wir Benutzerobjekte editieren wollten, suchen wir nun den Benutzer, fir den wir
eine Smartcard ausstellen wollen. Wir geben wieder einen Suchbegriff ein und wéhlen den
richtigen Benutzer aus.

Tipp: wenn wir nur einen Teil des Namens wissen oder uns Uber die Schreibweise nicht sicher
sind, verwenden wir * oder ? - ganz wie im alten DOS.
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{= htip:thwebi - MylD - Intercede Limited - Windaws Internet Explorer

People Cards Certificates Applets Configuration Reports
r— Select Card Profile

”~

Select Profile: ‘User - Developer V|
User - Develuier
Name User - Smartcarduser bled E
Description Programmers and Developers f IT Personnel  pry Expiry Period 0 days
Issue Via Bureau E Minimum PIN Length 4
Secondary Validation Required EI Maximum PIN Length 12

Valid Periad 365 days Logon Attempts Before Locking

MyID Logon Enfarce Lowercase Character

Profile
MyID Encryption Enforee Uppercase Character
Enforce Mumeric Character

Enforce Symbol Character

l- Issue with Random PIN

E3 RN E3[E

Only Issue to Imported Devices

3| B3| RN

F— = Lock Card After Issuance
=f

Create Card

Certificates CodeSigning on Cryptolab CA

SmartcardLogon on Cryptolab CA ﬁ ) % _'%

User an Cryptolab CA

Load MIFARE Certificate Key
LA T BT & = Default Certificate ) = Used for Login/Signing

a

3

= llead far Fnrruntinn

.@ m JTrusted sites H100% <

Wir wahlen nun ein vom Administrator vorbereitetes Smartcard Profil, das auf die Bedirfnisse
unseres Benutzer passt, an, klicken auf ,Accept” und legen eine neue Smartcard in unser
Lesegerét ein.

= hitp:fhweb/ - MyID - Intercede Limited - Windows Intermet Explorer,
MiiD
People Cards Certificates Applets Configuration Reports

e — Create Card

Card Profile Mame User - Office
*ﬁi Description ordinary office user in headoffice
= valid Period 365 days
Find Person v

Crynamic Password

MyID Logon E
Person Details MyID Encryption |Z|
= N — TR )
|
=1 Confirm Minimum PIN Length =
Select Card Polee ] :
Profile ’ Maximum PIN Length 12
- - Logon Attempts Before =
=¥ Deice [Abraham Lincoln Locking s
e . Enforce Lowercase
New Card A Character lz‘
= Enforce Uppercase
I__:j: Character lz‘
Enforce Numeric
GziREnt Character E
Enforce Symbaol
Character El
Certificates
SmartcardLogon on Cryptolsb CA
Certificates = b £ 43
User an Cryptolab CA
= i
.l-—g Certificate Key -
Load MIFARE P2 - Default ) _ Used for
Applications Certificate Login/Signing
% _ Used for
|- ~ Encryption
)
Q R " Trusted sites H100% v i

www.cryptoshop.com



[Mcryptoshop:

Wir vergeben eine PIN, Uberpriifen alle Voreinstellungen des Profiles und klicken auf ,,Next”

. wir wahlen ein vom Administrator vorbereitetes ,Layout® aus und kdnnen die Karte gleich
bedrucken lassen, wenn wir ein kartendrucktaugliches Gerdt an unseren Computer
angeschlossen haben. (Beispiel: Datacard SP55).

{= http:ffweb! - MyID - Intercede Limited - Windows Internet Explorer |;||E X|
MiD [2[5]
People Cards Certificates Applets Configuration Reports

Issue Card — Print Card

ﬁ il Select Layout:
Find Person -
Cryptolab Layout

Abrahiam Linoalr

[ Print ” Skip printing ]

Create Card

Write
Certificates

= £

Load MIFARE
Applications

g |

\E |3 y’Trustcd sikcs 100, -

Andernfalls klicken wir auf ,,Skip Printing“

Fertig
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2.) Einziehen (Widerrufen) einer verlorenen Smartcard

Wenn Sie an der vollstandigen Version des Dokumentes interessiert sind, kontaktieren Sie uns
bitte unter sales@cryptas.com.

Audit Reporting bietet dagegen einen Uberblick tiber alle durchgefilhrten Operationen, wie etwa
ausstellen und einziehen / widerrufen von Smartcards, &ndern von Gruppen, Personen, Layout,
Profilen und vielen anderen Dingen und natirlich auch fehlgeschlagene Versuche.

/= http:/Aweb/ - MylD - Intercede Limited - Windows Internet Explorer

MiD

People Cards Certificates Applets Configuration Reporis
Aanlit Reporting — Audit REDOITEHQ
Operation: | All Operations
SAEmEIE —|Card Layout Editor
Audit Reporting Card Profiles
System Status Date Ran Certihcate Authonties
Certificate Requests y, January 15, 2008 |
(&) FromF Change My Security Phrases - - Time: | 0
Change FIN
Change Security Phrases v January 16, 2008 |
(3) TolasiCollect Card _— Time: | 73 + [ oy - 8y
Collect Certificates
~ |Collect My Card
Collect My Cerificates
Operator Device Profile Editar
s Directury Management
Edit Groups
De|Edit Person
Edit Roles
Email Templates
Operatici Enable / Dizable Card L
Identify Card
Import Devices

Usi Imiurl From File Logan Type: | All Logon Types
Devi b Device MNo.: |
|
|
hd

<

Status: |AII Statuses |¥ | EventLimit: Search : Live (& archive O

|

Device Type: | All Devicas

lssus Soft Certificates
Certifica 155ued Certifcates
Job Management
Certificate 3| ey Manager
Licensin

ot List nggtet;

Car|List Devices (Admin}
List Editar

Certificate Authority: |AI| CAs

Certificate Reason: |AII Reasons '%

Applet Reason: |AII Reasons

Extended Details: | v
v m | ]

i} (8 " 1rusted sees AW v

-> search

Nun erhalt man eine genaue Aufstellung aller erfolgreichen und fehlgeschlagenen Versuche, eine
Smartcard auszustellen. Mit einem Doppelklick auf ein Ereignis erh&lt man auch eine Auflistung
aller Details zu diesem Ereignis.
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Audit Reporting
System Events

Audit Reporting
System Status

Done

cryptoshop’

People Cards Certificates Applets Configuration

= http:ifweb! - MylD - Intercede Limited - Windows Internet Explorer

[ [De of Selected Event

Reports

Backq_}

@ 200501415 11:29:10
@ 20080115 11:20531
O 20050115 11:20:32
@ 20050115 11:20:5
@ 200501415 11:30:2
© 20080115 11:30:03
@ 200501415 11:30403
@ 200501415 1:30:16
@ 20050115 11:30:16
e 2006-01-15 11:32:57
© 200501415 11:32:58

G 200E-01-15 11:32:58

Start Date End Date Log
Type

2008-01-15 11:32:59 Audit
2008-01-15 11:29:32 Trace
2008-01-15 11:28:32 Trace

2008-01-15 11:29:47 Trace

2008-01-15 11:30:03 Trace

2008-01-15 11:30:03 Trace

2008-01-15 11:30:03 Trace

2008-01-15 11:30:16 Trace

2008-01-15 11:30:17 Trace

2008-01-15 11:32:58 Trace

2008-01-15 11:32:58 Trace

2008-01-15 11:32:58 Trace

Message

Issued Gemplus with Serial Humber C040000671631E69 to
ldnaling (User - Offica)}

Automatically added Device SH=0040000671630EE9

User ACMING has reftrizved 5O PIN for device

004000067 1630E69

User : ADMING, Card : 0040000666E30E69, updated Device :
0040000671630E69

User : ADMING, Card : 0040000666E30E69, updated Device :
004000067 1630EGD

Certificate request initated for Certifcate Reference 29, for
User Idralinc, device SM 0040000671630E68, type Gemplus
Certificate request initated for Certifcate Reference 30, for
User Idraling, device SM 0040000671630E69, type Gemplus
User ACMING, card 0040000666E30E69 updated certificate ID
30 (SM 14be82db000000000032)

User ACMING, card 0040000666E30E6S updated certificate ID
29 (SM 14be821f000C00000031)

User : ADMING, Card : 0040000666E30E6S, updated Device :
004000067 1630EGD

User ACMING, card 0040000666E30E69 updated certificate ID
29 (5N 14beB21f000C00000031)

User ACMING, card 0040000666E30E6S updated certificate ID
30 (SN 14be82db000000000032)

i o Trusted stes H100%
il ]

Besonders wertvoll zur Fehlersuche ist die Auflistung der ,System Events® dieses Applet

funktioniert genau so wie das oben beschriebene,

Systemereignissen aus.

aber gibt

Einzelheiten zu den
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/= hitp:ffwebl - MylD - Inlercede Limited - Windows Internet Explorer

People Cards Certificates Applets Configuration Reports

r— Report Security Fvents

System Events Module: :‘;eé"basw PKI connector N Type: | All Events
. vents
e Administration - Devices

System Status - Data Access Laysr

© fFrom First Administration - Senvices
Administration - People
Business Object Layer
Tokenlmoort

Cartificate Services

Baltimaore ARM Plug ir
Ve [W EventLinit: [ [R00C |

Card Applet Managemznt
Device Type: | AJob Batching fo- Bureau Device Mo.: | |
~ Job Servce for Bureau
SETEEE [Cjnﬁguration Server
K¥IAL Export Process
KWL Import Hrozess

Database Data Import Senvice et
- External Database Source Import Compon =il ]
Seected Evenl\iessaging Senice |—'||£ |

Enter search [FileTransfer component

(® Tolast

i

| £

JFi| [ @+ Trustsd sites Hio0%n -

Die vielen anderen Verwaltungsaufgaben wie etwa, Zertifikate beantragen und zu Smartcards
hinzufigen oder von ihnen entfernen, aktivieren und ausrollen von biometrischer
Authentifizierung, ,,Certificate Recovery® und vieles mehr werden hier in diesem Dokument nicht
beschrieben. Alle diese Tatigkeiten sind intuitiv in der Benutzeroberflache leicht zu erfassen und
funktionieren wie die oben beschriebenen Tatigkeiten.
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Ich méchte an dieser Stelle auch auf das ausgezeichnete Manual von Intercede hinweisen:

Rechts oben an der Konsole befindet sich ein link zu diesem Manual -

L 10

= http:/fweb/ - MyID - Intercede Limited - Windows Internet Explorer

= Myl - Windows Internet Explorer;

@I.\- b A |¥;, http:f fwebimyIDiusihelp/wecome. ikm

V| 2l X |LiveSearch

File Edit Wiew Favorites Tools Help
W [@I\"yID l l fo - Bl dm - |bPage - 0k Tooks -
Contente | Irdex | Ssarh | .
ontents raex aarz| -||de < 33
L
Velcome Request Soft Certificates
@ Ilruduclivn
@ People Request Soft Certificates =nables you to generate requests for soft certificates. These car
@ Cards laber e cullesled using Lhe Culledl My Cerlilicales worklluw.
& .
crEns | ¢ request soft certificates:
g m Certificaes
Cverview of Certificates 1. Select Certificates, Request Soft Certificates.
S| 'Ill Wordflows .
4 . lhe warkflow moves on to the Choose Reapient stags which prompts you to sslect
Collect Certificates the rejuired recipient.
Coliect My Certificates . . )
E S e 2. fﬁclic;tetl;qee)a‘i}}}rc:rlate recipient from the Choose Certificate Recipient dialog and
Valdate Certificate Request
. A Pertificate: Choosing Yourself moves the workflow on to the Choose Soft Certificates stage.
RRUED LAMTEAES Zelecting Another User displays the Find Person form, enabling you to select the
Revoked Certificates appropriate person. A%ter sslecting that user, the workflow progresszes to the Choose
@ Cerificate Requssts Soft Certificates ctage. Thic cstage enables you to add/remove coft certificates,
= Recover Certificates Available Certificates Certificates To Issue
E Recover Ny Cerificates
Recuest [xternel Certificates Lk LIIIIZ]IIII' Srart Card User
Recusst Entrust Proi Exchange Use: Sigrature
Scusstinirustrrote Client Authentization
lzzue Sof: Certificates
@ Configuration
0@ epors
el Centacting Intercede — » To add a zertificate, select that certificate from the Available Certificates list
4 and choose Add. The certificatz is added to the Certificates To Issue list.
< | > v

MiID

H100% -

[+ Tristed stes
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CRYPTAS it-Security
Modecenterstrasse 22/B2
A-1030 Wien, Austria
T+43(1)79896 96 -0
F+43(1) 798 96 96 — 99
info@cryptas.com
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