elDAS-compliant and secure qualified signing.

primesign
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Get a personal qualified signature online & within minutes.

With primesign MOBILE,
documents are signed
with an elDAS-compliant
qualified signature — via
mobile phone,
conveniently, legally
binding, and secure,
without having to install
an additional app. A
qualified primesign
MOBILE signature is issued
online within minutes, via
remote identification such
as video or elD (e.g, ID
Austria/Austrian mobile
phone signature), and
around the clock.
primesign MOBILE is
immediately ready for
use and can be used

worldwide.

PUBLIC

THE PERSONAL DIGITAL SIGNATURE FOR
COMPANIES

primesign MOBILE can be rolled out quickly and easily within
companies. Companies only heed to purchase a desired number
of VOUCHER codes-for the issuance of a personal primesign
MOBILE signature and distribute these codes internally or
externally, eg, to employees, customers, and partners. Worldwide,
no minimum purchase, and no framework agreement necessary.

VERSATILE APPLICATION AND PARTNER
INTEGRATION

primesign MOBILE, our qualified digital signature, works not only in
conjunction-with a primesign SIGNATURE SERVER or with our online
signing service. Even if applications such-as Adobe Acrobat Sign,
Fabasoft, or other CSC-compliant signature applications are
already in-use, primesign MOBILE can be easily integrated and
used within these applications.

ONLINE CONTRACTING

With our qualified digital signature primesign MOBILE, contracts
can be legally closed online. For the conclusion of end customer
contracts, such as the opening of bank accounts, mobile phone,
leasing, or insurance contracts, we also offer so-called primesign
MOBILE one-time signing certificates. If required, they are issued
directly during a signature process and are valid for signing only
once. primesign MOBILE one-time certificates enable contracts to
be signed immediately and at any time without signatories having
to have a digital signature in advance.

digital signing, simple as that.
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elDAS-compliant and secure qualified signing.

Get a personal qualified signature online & within minutes.

Due to high regulatory requirements, the
issuance of qualified signing certificates (the
basis for a qualified signature) used to be time-
consuming and usually required personal
contact. A qualified primesign MOBILE
certificate, however, is issued online within
minutes via remote identification (eg, video or
elD) and can be used immediately for signing.
A primesign MOBILE qualified digital signature
is elDAS-compliant, achieves the highest level of
legal assurance and, with a few exceptions, is
legally equivalent to a handwritten signature
throughout the EU.

OUR SOLUTION

primesign MOBILE is our qualified remote
signing solution. For signing, primesign MOBILE
offers both, classic persistent signing certificates
and so-called one-time signing certificates.
Persistent signing certificates are valid for up to
S years and are well suited for use cases and
users who sign on a recurring basis. One-time
signing certificates are issued “on-the-fly”, are
only valid for one signature transaction, and are
thus ideal for online contract conclusions, for
example. primesign MOBILE also supports 3rd-
party applications, and qualified primesign
MOBILE signing certificates are trusted by
default in many applications. Our own elDAS-
compliant trust center is authorized to issue
qualified primesign MOBILE certificates.

BENEFITS

7 elDAS-compliant qualified signature; legally
equivalent to a handwritten signature
throughout the EU

@ Online registration without media disruption
@ Onboarding within minutes

@ Remote identification via video with leading
video ident providers

7 Remote identification via elD (eg, ID Austria/
Austrian mobile phone signature), 24/7

@ Can be used with primesign SIGNATURE
SERVER and our online signing service

@ Compatible with Adobe Acrobat Sign,
Fabasoft, etc.

@ Can be integrated via CSC-API
(alternatively: use of the PDF signature
interfaces of the primesign SIGNATURE
SERVER)

PUBLIC

@ One-time signature: No additional user
interaction, the signing certificate is issued
immediately during a signature transaction
and is valid only for this one signature
transaction

7 Use of already existing elDs (eg. ID Austria/
Austrian mobile phone signature) for
authorizing a one-time signature

@ 100% European — qudlified trust service
provider from Austria

@ Easy roll-out, internally and externally

@ All-you-can-sign or usage-based billing

FLEXIBLE REMOTE IDENTIFICATION, GET
STARTED IMMEDIATELY

Based on video legitimation or an existing elD
(eg, ID Austria/Austrian mobile phone signature),
identification for primesign MOBILE is quick,
location independent, and user-friendly. After
successful identification, the login data for
primesign MOBILE must be set, and the
qualified signing certificate is issued. Once
issued, the signing certificate is immediately
ready for use. A signature is triggered by
entering the login data. Email address,
password, and confirmation via mobile phone
(SMS) — done.

DATA SECURITY & GDPR COMPLIANT
Documents to be signed are not transmitted to
primesign MOBILE. primesign MOBILE only
receives the so-called hash value (fingerprint) of
a document to be signed. The content of a
document cannot be derived from this. Also,
our infrastructure is operated within certified
data processing centers located in Austria.

FLEXIBLE BILLING

Different usage scenarios require flexible billing.
primesign MOBILE offers a flat-fee model
(unlimited number of signature transactions per
year) or a pay-per-use option (signature
transactions are billed monthly).

FEATURES

+ Qualified digital signature

— remote signature

+ Compatible with Adobe

Acrobat Sign (documents
remain exclusively with
Adobe Acrobat Sign)

+ Can be used in

conjunction with
primesign SIGNATURE
SERVER (on premise
operation: Documents
remain completely in-
house)

+ elDAS article 30 certified

+ Cloud Signature

Consortium (CSC) API
compliant

+ When used with

primesign SIGNATURE
SERVER: PDF signature
APl with a wide range of
options, eg., with regard
to the placement and
display of visible
signature signets

+ Qualified one-time
signatures

+ Instant signing

+ primesign MOBILE SEAL

— qualified electronic
company seal

+ primesign TRUST CENTER

(listed on the EU Trusted
List)

+ elDAS-compliant video

legitimation

+ Batch signature capable

+ LTV-enabled

CONTACT

Any questions?

Need more information?
Contact us at:

sales@cryptascom
T:+43(1)35553-0

cryptas.com . prime-sign.com . cryptoshop.com
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